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Abstract

The research presented in this thesis aims to extend the capabilities of human

interaction proofs in order to improve security in web applications and ser-

vices. The research focuses on developing a more robust and efficient Com-

pletely Automated Public Turing test to tell Computers and Human Apart

(CAPTCHA) to increase the gap between human recognition and machine

recognition. Two main novel approaches are presented, eachone of them tar-

geting a different area of human and machine recognition: a character recog-

nition test, and an image recognition test. Along with the novel approaches,

a categorisation for the available CAPTCHA methods is also introduced.

The character recognition CAPTCHA is based on the creation of depth

perception by using shadows to represent characters. The characters are cre-

ated by the imaginary shadows produced by a light source, using as a basis the

gestalt principle that human beings can perceive whole forms instead of just

a collection of simple lines and curves. This approach was developed in two

stages: firstly, two dimensional characters, and secondly three-dimensional

character models.

The image recognition CAPTCHA is based on the creation of cartoons

out of faces. The faces used belong to people in the entertainment business,

politicians, and sportsmen. The principal basis of this approach is that face

perception is a cognitive process that humans perform easily and with a high

rate of success. The process involves the use of face morphing techniques to

distort the faces into cartoons, allowing the resulting image to be more robust

against machine recognition.

Exhaustive tests on both approaches using OCR software, SIFTimage

recognition, and face recognition software show an improvement in human

recognition rate, whilst preventing robots break through the tests.
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Chapter 1

Introduction

In the last two decades, since the commercialisation in the nineties of the Internet, the number

of users has grown exponentially until reaching more than 2.2 billion people [77]. This is

the result of its popularisation and incorporation into virtually every aspect of modern human

life from daily affairs such as education, web search or goods shopping to more professional

oriented tasks. Advances in the protocols and the services have brought a wide variety of

services. The most important one is the World Wide Web (WWW) thatcommunicates via

the Internet a series of resources such as interconnected documents, linked by hyperlinks and

URLs.

Since its creation, the Internet has no centralised governance in either policies for access

and usage, technological implementation, or management, and it is maintained by each con-

stituent network with its own standards. Due to this fact, security has become an important

issue for the users, companies and services. One of the primary sources of abuse on the Inter-

net is spam, that targets electronic messaging services by sending unsolicited bulk messages

indiscriminately, especially advertising, among other actions such as instant messaging spam,

web search engine spam, spam in blogs, in wikis, in ads, in forums and in social networks,

mobile phone messaging spam, and file sharing network spam. It became a serious problem
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when the internet was opened up to the general public in the mid-90s. The fact that people

have quick and easy access to the internet network made this problem grow exponentially in

the following years, reaching proportions of 85% and 90% of all the emails in the world [122].

Besides the huge expansion it has experienced, spam is also a serious problem because of

the property rights and the consumed resources. First of all, spam is difficult to get rid off

because property rights in several countries are difficult to enforce. Nowadays in Europe, there

is a new legislation that tries to reduce the quantity of spamcoming from the continent [59].

Secondly, if we talk about resources, spam consumes shared resources such as bandwidth or

the load of the servers, or private resources such as money and time. Finally, another serious

issue that derives from the existence of spam is that it has become a tool for malware authors

and phishers to abuse the Internet.

Malware or malicious software is the term used for a diverse kind of hostile, intrusive, or an-

noying software that can be used to gather personal or private information, or to harm computer

operations. The most common forms of malware are viruses, worms, trojan horses, spyware,

adware, and other malicious programs [149]. On the other hand, phishing is a software used

to acquire information such as usernames, passwords, and credit card details by disguising it-

self as a trustworthy entity in an electronic communicationor transaction [159] with the aim

of stealing money. Spam can be used by malware authors and phishing software through un-

solicited commercial e-mails to spread harmful software with the objective of identity theft or

even worse; fee fraud. These software programs take advantage of the victim’s inexperience

with technology or attempt to call on human greed for money (see Figure 1.1).

One of the most effective methods for reducing the amount of spam circulating on Internet

and ensuring safety for users is the use of CAPTCHAs. A CAPTCHA is aprogram that pro-

tects internet companies and human users against spam or bots through the generation of grad-

ing tests that most humans can pass but current computers cannot [20].The term CAPTCHA

stands for Completely Automated Turing Test to Tell Computersand Humans Apart and was
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Figure 1.1: Flow diagram of a phishing and malware attack through spam.

firstly coined in 2000 by Luis von Ahn, Manuel Blum, Nicholas Hopper and John Langford of

Carnegie Mellon University [188].

The primary application of CAPTCHA is to prevent malicious attacks to the systems by

spammers. However, they also serve to protect vulnerable systems, such as Yahoo or Hotmail,

against e-mail spam, automated posting to forums, blogs andwikis as a result of commercial

interests or harassment. Another important function is bitrate limiting when excessive use of a

service is observed.

Nowadays, most of the methods to discriminate humans from computers are based on op-

tical character or image recognition, or sound recognition. In a word-based CAPTCHA, the

characters are distorted to make its recognition more difficult for the bots. Among the ba-

sic distortions, it can use translation, rotation (clockwise or counterclockwise) and scaling,

among others such as sight angle, lighting effects, context, and camouflage [38]. A word-based

CAPTCHA test consists on an image that contains distorted and noisy characters or words. To
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Figure 1.2: Word-based CAPTCHA extracted from http://www.captcha.net.

solve this test, the user has to type the characters presented in the image. Usually, the distor-

tions applied to the image are complicated enough to preventa robot to recognise the word

while allowing humans to do so. An example of common CAPTCHA used in current web

applications can be appreciated in Figure 1.2.

An image-based CAPTCHA contains primarily an image that the user has to recognise.

Amongst these tests, the user can be asked to implement different kinds of actions; solve a

quiz, match symbols, recognise faces, etc. Usually, the images do not appear straightforwardly,

instead they can contain warping, occlusion or lighting effects to avoid being recognised by

machines. The last type is a sound-based CAPTCHA, which was implemented in the first place

for those users that cannot solve visual CAPTCHAs due to an impairment. The test presents an

audio file that contains words, letters, or numbers, mixed with background noise, that the user

has to type correctly.

Even thought there are many CAPTCHA methods available to prevent spam circulating,

there are many researchers that have developed techniques to break through them [70, 130,

131, 161] since it means a technological advance in machine learning. Additionally, companies

have exploited the fact that users find the tests annoying to create commercial DeCAPTCHAs

to break the CAPTCHA tests automatically, without the direct intervention of the users. Due

to these facts and the greed of spammers, most of the current tests are becoming obsolete.
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In this thesis, the major motivation was the creation of advanced software tools that enables

separation of humans and machines in an automated environment and increases the gap of what

humans can recognise and machines cannot. The targeted strategies have exploited extremely

difficult tasks related to image understanding and human perception. These objectives were

established in order to prevent all the security breaches produced by spam and other forms of

attack, which are also caused by the inexperience of using computer technology by the majority

of users. The primary contributions of this thesis are the development of two efficient and robust

CAPTCHA approaches and a categorisation for the current CAPTCHAtests.

1.1 Contributions

For the Visual-word based CAPTCHA:

• identification of the issues on the current word-based CAPTCHAs;

• development of a new type of characters based on 3D objects with 3D boundaries delim-

ited by shadows [150];

• design of an efficient algorithm to optimise the distortions applied to the characters and

ensure safety against possible external attacks to break the code [150];

• exhaustive experiments to test the efficiency of the approach and improve the human

friendliness regarding the current approaches available [150].

For the Image-based CAPTCHA:

• identification of the issues on the current image-based CAPTCHAs;

• development of a database of faces of well known people and asecond database with

cartoons and animals to create a final image that is the resultof the morphing between a

selected image from each database [151];
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• design of an efficient algorithm to optimise the morphing between images and ensure

safety against possible external attacks to break the code [151];

• exhaustive experiments to test the robustness of the approach and improve the human

friendliness regarding the current approaches available [151].

Finally, the categorisation gives a classification for every kind of test available and for future

techniques since it goes from three general branches to a subclassification that can be enlarge

if necessary.

1.2 Overview of the thesis

This thesis has been organised in a self-contained manner. The initial chapter presents the

fundamental aspects of the addressed technology and the corresponding state of the art, the

following three chapters present the techniques used to develop the approaches presented in

the thesis. The subsequent two chapters present the proposed approaches, fully explaining

the algorithms and the results obtained. The last chapter concludes the work, presenting the

conclusions and considerations for future research. This thesis is organised as follows:

Following the introductory chapter, Chapter 2 presents an overview of CAPTCHA methods,

as well as a survey of the available CAPTCHA tests. Important evaluation concepts, such as

efficiency and robustness, and human friendliness, are explained, as they will be important

in the later chapters. Also, several well-known commercialand published CAPTCHAs are

presented along with one of the contributions of the thesis;a categorisation of the CAPTCHAs.

Chapter 3 summarises the basic concepts in digital image manipulation used to create visual

CAPTCHA tests. Firstly, the digital image warping and morphing tools are presented, which

are used to create the pertinent distortions for both approaches. Additionally, a 3D computer

graphics study is introduced, since it will play a major rolein the development of the new con-
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cepts that differentiate the new CAPTCHA tests presented in this thesis with the ones currently

available.

In Chapter 4 the digital image recognition tools are presented. These tools are used to eval-

uate the efficiency and robustness of the approaches created. For the OCR-based CAPTCHA,

the SIFT tool is explained, since it will be used to evaluate the grade of machine recognition

for characters. It also presents the state-of-the-art study in face recognition techniques, because

different techniques will be used to measure the capacity ofmachines to recognise the distorted

faces created by the image-based CAPTCHA.

Human perception and recognition theories are the focus of Chapter 5. The main aim of this

chapter is the evaluation of the human friendliness of the approaches presented in this thesis.

Human perception theories are explained in the two sectionsthat the chapter is divided. The

first section focuses on Gestalt psychology, which defines a branch of psychology than explains

how human beings perceive objects when they are incomplete,which is used to create the OCR-

based CAPTCHA. The second section focuses on face perception and recognition with the aim

of creating a good interactive image-based CAPTCHA.

Chapter 6 introduces the first approach: the visual word-based CAPTCHA. The developed

scheme introduces a new concept in the creation of a word-based CAPTCHA: the use of shad-

ows to represent characters. Additionally, it presents both the experiments made to evaluate

the efficiency and robustness, and the human friendliness and the results for these experiments,

along with a complexity analysis of the test and a brief discussion of these results.

Chapter 7 focuses on the second approach, the image-based CAPTCHA. This scheme is

developed with the aim of creating a more interactive and secure test. It uses distorted faces

of well known people from diverse cultural sectors, such as politics, sports, cinematographic

industry, etc. Following the lead of the first approach, it also presents both the experiments

made to evaluate the efficiency and robustness, and the humanfriendliness and the results for
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these experiments, along with a complexity analysis of the test and a brief discussion of these

results.

The conclusions are summarised in Chapter 8. The list of author’s publications is given at

the end of the thesis along with the references used.
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Chapter 8

Conclusions and Future Work

8.1 Conclusions

The aim of the research presented in this thesis was to increase the gap of what humans can

recognise and machines cannot. Additionally, the creationof more robust and efficient novel

methods was targeted. The main focus was centred on creatingCAPTCHA tests using human

psychology and universal common knowledge. The first step towards the developed methods

was to analyse the current approaches and distinguish theirweaknesses and possible ways to

improve them. This includes a research of computer vision software that allows machines to

break through the tests.

The research on the current methods available uncovered thenecessity of a classification to

categorise the algorithms by the computer vision techniques used and by human aptitudes. For

the classification, three main categories have been considered: OCR-based methods, Visual

non OCR-Based methods and non Visual methods. These categorieshave been divided into

subcategories for a more accurate classification. Along with the sub-categorisation, an exten-

sive analysis of the available methods and their reliability was presented in the thesis, reaching

the following conclusions:

125



OCR-Based methods were the first CAPTCHAs to emerge. They had a quick expansion to

many different web applications as well as many prototypes.Along with the expansion, several

different programs to break through them arose which provoked an increase in difficulty in the

tests. Nowadays, most users find the annoying and time consuming.

- Visual non OCR-Based methods emerged to explore diverse sidesof HIP methods. At the be-

ginning they focused on solving quizzes or matching problems but rapidly expanded to many

other areas. Also, their reliability increased with time, going for easy to break to more secure

that OCR-Based methods. Their diversity make them more human friendly and less time con-

suming.

-Non visual methods arose as an alternative to visual methods due to some visual impairments

users may have. They weren’t as successful as the others due to their difficulty and language

restrictions.

The second step in this research was the development of two novel methods to prevent

spam and malicious software to break through web applications and increase security when

login in. The first method uses shadows to represent characters. The shadow boundaries were

chosen to develop the fact that humans can easily recognise objects and characters only by the

shadows but machines cannot. The distortions applied to theimages are based upon geometric

transformations that include affine and perspective transformations. The approach based on 2D

shadow characters shows an improvement in efficiency and robustness over the actual CAP-

TCHAs. The visual word-based CAPTCHA using 3D models is based upon lighting effects

to create 3D shadows boundaries. The performance of this algorithm highlights that using 3D

models yields better results in terms of efficiency and robustness. These tests are more difficult

to solve for computer vision techniques but they still remain easy for humans. In this method,

one of the challenges faced was that people visually impaired or with mental illness as dyslexia

should be able to recognise the characters. However, it is also necessary to make the tests

difficult enough for the machines not to break through them.
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Humans can easily recognise cartoons or sketches from famous people, even if they are

rotated or manipulated. A machine cannot recognise this type of image because it does the

matching by pattern or feature extraction and the original one is very different. The second

method uses distorted faces of world famous people to createa test to secure web applications.

The main basis for the development of this method was the innate ability of human beings

to recognise faces. The distortions applied to the face images are based upon a feature-based

morphing process with multiple pairs of lines. The performance of this algorithm highlights

two facts; firstly, using distorted faces as a test increments the efficiency and robustness of the

previous approaches and secondly, it increments the difficulty for face recognition techniques

to break through our system.

8.2 Future Work

In addition to the developed work, there are some challengesthat have appeared while devel-

oping the second approach. The main focus addresses the level of distortions applied to the

faces. The main reason is that a high distortion factor can make the faces indistinguishable

and a low rate can make it to easy for the face recognition system to break through the test.

To measure the appropriate levels of morphing, different variables and factors were taken into

account; cross-dissolve factor range, human recognition capabilities and the cartoon or animal

used in the destination image. Another important factor to take into account was that people

with prosopagnosia have more difficulties when recognisingand distinguishing human faces,

and even though there is nothing much that can be changed in this approach, the only alternative

to help the human users with this problem is which kind of faces can be used.

Practical realisations of methods presented in this thesishave enabled a high efficiency and

robustness in the OCR-based CAPTCHA approach and the Image-based CAPTCHA approach.

On the other hand, these realisations have also uncovered several interesting topics for future

research, as well as some issues that have not been yet adequately resolved. These include:
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-Since human and machine recognition depends on the diversedistortions applied, it is nec-

essary an optimisation of the warping and morphing techniques by improving the algorithms

and creating smoother transitions for the original image tothe distorted one. New morphing

techniques should also be taken into consideration.

-Evaluation study of face recognition by human users depending on geographical locations.

Knowing the cultural background and social knowledge is an important factor to increase the

success rate by users. Also, it will be necessary to update the database depending on the latest

celebrities or personalities that are famous at that moment.

-Although the developed methods can prevent machines to successfully pass the current CAP-

TCHAs, as the computer vision techniques research advances similarly the CAPTCHAs should

improve. Therefore, the techniques applied and the human psychology used should be further

studied.

128



Publications

[1] E.Izquierdo K.Vaiapury, C.Romero Macias. A new integrated methodology for 3d dis-

crepancy checking and measuremenbt in assenbly. This is a article for 3DTVCON 2012.,

2012.

[2] C. Romero Macias and E. Izquierdo. Visual word-based captcha using 3d characters. In

3rd International Conference on Crime Detection and Prevention (ICDP 2009), pages

1–5. IET, 2009.

[3] C. Romero Macias and E. Izquierdo. Image captcha based on distorted faces. In4th

International Conference on Imaging for Crime Detection and Prevention (ICDP 2011),

pages 1–6. IET, 2011.

[4] C. Romero Macias and E. Izquierdo. A survey of captchas: Arecomputers getting the

better of us? This is a journal for ACM Surveys., 2011.

References

[5] AltaVista. Altavista’s `̀ add-url´́ site, protected bythe earliest known captcha.http://

altavista.com/sites/addurl/newurl, 1997.

[6] N. Arad, N. Dyn, D. Reisfeld, and Y. Yeshurun. Image warping by radial basis functions:

Application to facial expressions.CVGIP-Graphical Models and Image Processing,

56(2):161–172, 1994.

[7] E. Bagherian and R.W.O.K. Rahmat. Facial feature extraction for face recognition: a

review. InInternational Symposium on Information Technology, ITSim2008, volume 2,

pages 1–9. IEEE, 2008.

[8] H.S. BAIRD and J.L. BENTLEY. Implicit captchas. InSPIE proceedings series, pages

191–196. Society of Photo-Optical Instrumentation Engineers, 2005.

[9] H.S. Baird and D.P. Lopresti.Human interactive proofs: second international workshop,

HIP 2005, Bethlehem, PA, USA, May 19-20, 2005: proceedings, volume 3517. Springer

Verlag, May 2005.

[10] H.S. Baird, M.A. Moll, and S.Y. Wang. Scattertype: A legible but hard-to-segment

captcha. InEighth International Conference on Document Analysis and Recognition,

pages 935–939. IEEE, 2005.

129

http://altavista.com/sites/addurl/newurl
http://altavista.com/sites/addurl/newurl


[11] H.S. Baird and K. Popat. Human interactive proofs and document image analysis. In

Proceedings of the 5th International Workshop on Document Analysis Systems V, pages

507–518. Springer-Verlag, 2002.

[12] M.S. Bartlett, J.R. Movellan, and T.J. Sejnowski. Face recognition by independent com-

ponent analysis.IEEE Transactions on Neural Networks, 13(6):1450–1464, 2002.

[13] R. Beede. Analysis of recaptcha effectiveness.http://www.rodneybeede.com/

reCAPTCHA_weakened.html, 2010.

[14] T. Beier and S. Neely. Feature-based image metamorphosis. Computer Graphics,

26(2):35–42, 1992.

[15] P.N. Belhumeur, J.P. Hespanha, and D.J. Kriegman. Eigenfaces vs. fisherfaces: Recog-

nition using class specific linear projection.IEEE Transactions on Pattern Analysis and

Machine Intelligence, 19(7):711–720, 1997.

[16] R. Bergmair and S. Katzenbeisser. Towards human interactive proofs in the text-domain.

Information Security, pages 257–267, 2004.

[17] R. Beveridge and B. Draper. CSU Face Identification Evaluation System.http://www.

cs.colostate.edu/evalfacerec/index10.php, 2010.

[18] M. Bichsel. Strategies of robust object recognition for the automatic identification of

human faces. PhD thesis, ETH, Zurich, 1991.

[19] J.P. Bigham and A.C. Cavender. Evaluating existing audio captchas and an interface

optimized for non-visual use. InProceedings of the 27th international conference on

Human factors in computing systems, pages 1829–1838. ACM, 2009.

[20] M. Blum, LA Von Ahn, J. Langford, and N. Hopper. The captcha project, `̀ completely

automatic public turing test to tell computers and humans apart´́ . School of Computer

Science, Carnegie-Mellon University, http://www. captcha. net, 2000.

[21] B. Bocian. Fritz Perls in Berlin, 1893-1933: Expressionismus, Psychoanalyse, Juden-

tum. EHP Verlag Andreas Kohlhage,Bergisch Gladbach, 2010.

[22] W.J. Bouknight. A procedure for generation of three-dimensional half-toned computer

graphics presentations.Communications of the ACM, 13(9):527–536, 1970.

[23] J. Brooke, N. Bevan, F. Brigham, S. Harker, and D. Youmans. Usability statements and

standardisation: Work in progress in iso. InProceedings of the IFIP TC13 Third In-

terational Conference on Human-Computer Interaction, pages 357–361. North-Holland

130

http://www.rodneybeede.com/reCAPTCHA_weakened.html
http://www.rodneybeede.com/reCAPTCHA_weakened.html
http://www.cs.colostate.edu/evalfacerec/index10.php
http://www.cs.colostate.edu/evalfacerec/index10.php


Publishing Co., 1990.

[24] M. Brown and D.G. Lowe. Invariant features from interestpoint groups. InBritish

Machine Vision Conference, pages 656–665. British Machine Vision Association, 2002.

[25] V. Bruce, P.R. Green, and M.A. Georgeson.Visual perception. Psychology Press, 1996.

[26] V. Bruce and A. Young. Understanding face recognition.British journal of psychology,

77(3):305–327, 1986.

[27] R. Brunelli and T. Poggio. Face recognition: Features versus templates.Pattern Analysis

and Machine Intelligence, IEEE Transactions on, 15(10):1042–1052, 2002.

[28] E. Bursztein, R. Beauxis, H. Paskov, D. Perito, C. Fabry, andJ. Mitchell. The failure

of noise-based non-continuous audio captchas. InIEEE Symposium on Security and

Privacy (SP), pages 19–31. IEEE, 2011.

[29] E. Bursztein and S. Bethard. Decaptcha: breaking 75% of ebay audio captchas. InPro-

ceedings of the 3rd USENIX conference on Offensive technologies, pages 8–8. USENIX

Association, 2009.

[30] E. Bursztein, S. Bethard, C. Fabry, J.C. Mitchell, and D. Jurafsky. How good are humans

at solving captchas? a large scale evaluation. In2010 IEEE Symposium on Security and

Privacy, pages 399–413. IEEE, 2010.

[31] E. Bursztein, M. Martin, and J. Mitchell. Text-based captcha strengths and weaknesses.

In Proceedings of the 18th ACM conference on Computer and communications security,

pages 125–138. ACM, 2011.

[32] P. Campadelli, R. Lanzarotti, and G. Lipori. Automatic facial feature extraction for face

recognition.Face Recognition, pages 31–58, 2007.

[33] S. Chakrabarti and M. Singbal. Password-based authentication: Preventing dictionary

attacks.IEEE Computer, 40(6):68–74, 2007.

[34] T.Y. Chan. Using a test-to-speech synthesizer to generate a reverse turing test. InTools

with Artificial Intelligence, 2003. Proceedings. 15th IEEE International Conference on,

pages 226–232. IEEE, 2003.

[35] M. Chandrasekaran, R. Chinchani, and S. Upadhyaya. Phoney: Mimicking user response

to detect phishing attacks. InProceedings of the 2006 International Symposium on a

World of Wireless, Mobile and Multimedia Networks, pages 668–672. IEEE, 2006.

131



[36] T.C. Chang, T.S. Huang, and C. Novak. Facial feature extraction from color images. In

Pattern Recognition, 1994. Vol. 2-Conference B: Computer Vision & Image Processing.,

Proceedings of the 12th IAPR International. Conference on, volume 2, pages 39–43.

IEEE, 1994.

[37] SK Chaudhari, AR Deshpande, SB Bendale, and RV Kotian. 3d drag-n-drop captcha

enhanced security through captcha. InProceedings of the International Conference &

Workshop on Emerging Trends in Technology, pages 598–601. ACM, 2011.

[38] K. Chellapilla, K. Larson, P. Simard, and M. Czerwinski. Computers beat humans at

single character recognition in reading based human interaction proofs (hips). InPro-

ceedings of the Second Conference on Email and Anti-Spam, pages 21–22, 2005.

[39] K. Chellapilla, K. Larson, P. Simard, and M. Czerwinski. Designing human friendly

human interaction proofs (hips). InProceedings of the SIGCHI conference on Human

factors in computing systems, pages 711–720. ACM, 2005.

[40] K. Chellapilla and P. Simard. Using machine learning to break visual human interaction

proofs (hips). InIn Proceedings of the Advances in Neural Information Processing

Systems (NIPS) Conference, volume 17. MIT Press, 2004.

[41] M. Chew and H.S. Baird. Baffletext: a human interactive proof. In In Proc., 10th

IS&T/SPIE Document Recognition & Retrieval Conference, pages 305–316. Citeseer,

2003.

[42] M. Chew and J. Tygar. Image recognition captchas.Information Security, pages 268–

279, 2004.

[43] M. Chew and J. Tygar. Collaborative filtering captchas.Human Interactive Proofs, pages

95–110, 2005.

[44] A.L. Coates, H.S. Baird, and RJ Faternan. Pessimal print: areverse Turing test. InSixth

International Conference on Document Analysis and Recognition. Proceedings., pages

1154–1158. IEEE, 2001.

[45] T. Cootes, G. Edwards, and C. Taylor. Active appearance models. Computer Vi-

sionECCV98, pages 484–498, 1998.

[46] I.J. Cox, J. Ghosn, and P.N. Yianilos. Feature-based face recognition using mixture-

distance. InComputer Vision and Pattern Recognition, 1996. ProceedingsCVPR’96,

1996 IEEE Computer Society Conference on, pages 209–216. IEEE, 1996.

132



[47] I. Craw, D. Tock, and A. Bennett. Finding face features. InComputer VisionECCV’92,

pages 92–96. Springer, 1992.

[48] J.S. Cui, L.J. Wang, J.T. Mei, D. Zhang, X. Wang, Y. Peng, and W.Z. Zhang. Captcha

design based on moving object recognition problem. In3rd International Conference on

Information Sciences and Interaction Sciences (ICIS), pages 158–162. IEEE, 2010.

[49] Y. Dai and Y. Nakano. Face-texture model based on sgld and its application in face

detection in a color scene.Pattern recognition, 29(6):1007–1017, 1996.

[50] M. Dailey and C. Namprempre. A text graphics character captcha for password au-

thentication. InTENCON 2004. 2004 IEEE Region 10 Conference, pages 45–48. IEEE,

2004.

[51] R. Datta, J. Li, and J.Z. Wang. Imagination: a robust image-based captcha generation

system. InProceedings of the 13th annual ACM international conferenceon Multimedia,

pages 331–334. ACM, 2005.

[52] decaptchablog.com. List of best decaptcher (or decaptcha) services. http://

decaptchablog.com/, March 2011.

[53] A. Desai and P. Patadia. Drag and drop: A better approachto captcha. In2009 Annual

IEEE India Conference (INDICON), pages 1–4. IEEE, 2009.

[54] R. Dhamija and A. Perrig. Dj vu: A user study using images for authentication. In

Proceedings of the 9th conference on USENIX Security Symposium-Volume 9, pages 4–

4. USENIX Association, 2000.

[55] R. Doyle. Image-based captcha with jaci.http://ryandoyle.net/devel/jaci/,

2009.

[56] W Ellis. A source book of gestalt psychology.A source book of Gestalt psychology,

pages 71–88, 1938.

[57] J. Elson, J.R. Douceur, J. Howell, and J. Saul. Asirra: a captcha that exploits interest-

aligned manual image categorization. InIn Proceedings of ACM CCS, pages 331–334.

ACM, 2007.

[58] K. Etemad and R. Chellappa. Discriminant analysis for recognition of human face im-

ages.Journal of the Optical Society of America A, JOSA A, 14(8):1724–1733, 1997.

[59] Europa.eu. Data protection: ”junk” e-mail costs internet users 10 billion a year world-

wide - commission study.http://europa.eu/rapid/, 2001.

133

http://decaptchablog.com/
http://decaptchablog.com/
http://ryandoyle.net/devel/jaci/
http://europa.eu/rapid/


[60] D.E. Everhart, J.L. Shucard, T. Quatrin, and D.W. Shucard. Sex-related differences

in event-related potentials, face recognition, and facialaffect processing in prepubertal

children.Neuropsychology, 15(3):329–341, 2001.

[61] Facebook. Facebook social captcha.http://www.facebook.com, 2011.

[62] FERET. Face recognition vendor test.http://www.frvt.org/, 2006.

[63] Paul Festa. spam-bot tests flunk the blind, cnet news.com. http://www.news.com/

2100-1032-1022814.html, July 2, 2003.

[64] I. Fischer and T. Herfet. Visual captchas for document authentication. InIEEE 8th

Workshop on Multimedia Signal Processing, pages 471–474. IEEE, 2006.

[65] H. Gao, H. Liu, D. Yao, X. Liu, and U. Aickelin. An audio captcha to distinguish

humans from computers. InThird International Symposium on Electronic Commerce

and Security (ISECS), pages 265–269. IEEE, 2010.

[66] Y. Gao and M.K.H. Leung. Face recognition using line edge map.Pattern Analysis and

Machine Intelligence, IEEE Transactions on, 24(6):764–779, 2002.

[67] I. Gauthier and M.J. Tarr. Becoming a” Greeble” expert: exploring mechanisms for face

recognition.Vision Research, 37(12):1673–1682, 1997.

[68] P.B. Godfrey. Text-based captcha algorithms. 2002.

[69] A.J. Goldstein, L.D. Harmon, and A.B. Lesk. Identification of human faces.Proceedings

of the IEEE, 59(5):748–760, 2005.

[70] P. Golle. Machine learning attacks against the asirra captcha. InProceedings of the 15th

ACM conference on Computer and communications security, pages 535–542. ACM,

2008.

[71] P. Golle and N. Ducheneaut. Preventing bots from playing online games.Computers in

Entertainment (CIE), 3(3):3–3, 2005.

[72] J. Gomes.Warping and morphing of graphical objects, volume 1. Morgan Kaufmann,

1999.

[73] J.T. Goodman and R. Rounthwaite. Stopping outgoing spam.In Proceedings of the 5th

ACM conference on Electronic Commerce, pages 30–39. ACM, 2004.

[74] C.M. Goral, K.E. Torrance, D.P. Greenberg, and B. Battaile. Modeling the interaction

of light between diffuse surfaces. InACM SIGGRAPH Computer Graphics, volume 18,

134

http://www.facebook.com
http://www.frvt.org/
http://www.news.com/2100-1032-1022814.html
http://www.news.com/2100-1032-1022814.html


pages 213–222. ACM, 1984.

[75] R. Gossweiler, M. Kamvar, and S. Baluja. What’s up captcha?: a captcha based on

image orientation. InProceedings of the 18th international conference on World wide

web, pages 841–850. ACM, 2009.

[76] R. Gross, J. Shi, and J.F. Cohn.Quo vadis face recognition?Citeseer, 2001.

[77] Internet World Stats. Miniwatts Marketing Group. World internet users and population

stats.http://www.internetworldstats.com/stats.htm, June 2011.

[78] T. Gruter, M. Gruter, and C.C. Carbon. Neural and genetic foundations of face recogni-

tion and prosopagnosia.Journal of Neuropsychology, 2(1):79–97, 2008.

[79] G. Guo, S.Z. Li, and K. Chan. Face recognition by support vector machines. InFourth

IEEE International Conference on Automatic Face and GestureRecognition, pages 196–

201. IEEE, 2000.

[80] B. Heisele, P. Ho, and T. Poggio. Face recognition with support vector machines: Global

versus component-based approach. InEighth IEEE International Conference on Com-

puter Vision, ICCV 2001, volume 2, pages 688–694. IEEE, 2001.

[81] B. Heisele, P. Ho, J. Wu, and T. Poggio. Face recognition:component-based versus

global approaches.Computer Vision and Image Understanding, 91(1):6–21, 2003.

[82] M.E. Hoque, D.J. Russomanno, and M. Yeasin. 2d captchas from 3d models. InSouth-

eastCon, 2006. Proceedings of the IEEE, pages 165–170. IEEE, 2005.

[83] D.H. House. Overview of three-dimensional computer graphics.ACM Computing Sur-

veys (CSUR), 28(1):145–148, 1996.

[84] C.L. Huang and C.W. Chen. Human facial feature extraction for face interpretation and

recognition.Pattern recognition, 25(12):1435–1444, 1992.

[85] G. Humphrey. The psychology of the gestalt.Journal of Educational Psychology,

15(7):401, 1924.

[86] NuCaptcha Inc. Nucaptcha security platform.http://www.nucaptcha.com/, 2010.

[87] T. Kanade.Picture processing system by computer complex and recognition of human

faces. PhD thesis, Dept. of Information Science, Kyoto University, 1973.

[88] T. Kanade.Computer recognition of human faces, volume 47. Birkḧauser, 1977.
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